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The Laboratories of Democracy Initiative
brings together German and U.S. American
state legislators to promote a values-based
discussion and exchange of ideas about com‐
mon policy challenges on the subnational
level. U.S. Supreme Court Justice Louis
Brandeis once wrote about the power of
states as the “laboratory of democracy,”
where new and innovative policy approaches
can be tested. The project draws on that no‐
tion, focusing on the role of state legislators
in creating policy solutions and fostering
transatlantic relations. It creates a muchneeded platform for in-depth discussions and
solution-finding. It allows participants to
identify pressing policy challenges at the
subnational level, share best practices, and
debate potential policy solutions and oppor‐
tunities for transatlantic cooperation.
In 2020-21, the exchange focused on the
topic of digitalization. Participating state leg‐
islators came from a wide range of German
and U.S. American states. The bipartisan

composition of the group underscored the
participants’ desire to jointly work on solu‐
tions and to strengthen transatlantic rela‐
tions.
This one-year-long exchange, which was
prolonged because of the COVID-19 pan‐
demic, consisted of virtual meetings and an
in-person meeting in Stuttgart, Germany.
The participants had the opportunity to en‐
gage with each other and to meet with repre‐
sentatives from academia, the public and pri‐
vate sector, and administration. Based on this
process, the participants developed biparti‐
san policy recommendations. These focus on
the challenges and opportunities of digital‐
ization and possible actions at the state and
transatlantic level.
The project was supported by the Transat‐
lantic Program of the Federal Republic of
Germany, funded by the European Recovery
Program (ERP) of the Federal Ministry for
Economic Affairs and Climate Action
(BMWK).
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Assemblymember Cecilia
Aguiar-Curry (D)
Member of the California
State Assembly

Senator Thomas Alexander
(R)
Member of the South
Carolina State Senate

Senator Raumesh Akbari
(D)
Chair of the Senate
Democratic Caucus in the
Tennessee State Senate

Assemblymember Marc
Berman (D)
Member of the California
State Assembly
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Senator Reuven Carlyle
(D)
Member of the Washington
State Senate

State Secretary Andrea
Lindlohn MdL (Alliance
90/The Greens)
State Secretary in the
Ministry of Regional
Development and Housing
and Member of the State
Parliament of BadenWürttemberg

Representative Tom
Demmer (R)
Deputy Republican Leader
in the Illinois House of
Representatives

Representative Brandy
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Member of the North
Dakota House of
Representatives
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State Parliament
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Member of the California
State Assembly
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Member of the State
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(R)
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Digitalization of the Economy and Its Impact on the Future of Work
State Level Recommendations

Recommendations for Transatlantic
Cooperation

• Create Adequate Educational Opportu‐
nities for Youth and Workers

• Promote an Intentional Approach to
Transatlantic Exchange

• Advocate for Continuous Learning and
Upskilling

• Establish State Offices across the
Atlantic

• Build Collaboration between State
Governments, Business, and Academia

• Develop a Strategy to Apply Best
Practices

Digital Infrastructure and the Future of Mobility
State Level Recommendations

Recommendations for Transatlantic
Cooperation

• Create Equal, Accessible, Affordable,
and Open Connectivity

• Establish Unified Transatlantic
Standards

• Promote the Expansion of a Resilient
Digital Infrastructure

• Strengthen Transatlantic Cooperation
on Energy Storage

• Establish Affordable, Climate-neutral,
and Technology-open Mobility

• Enhance Transatlantic Cooperation on
Hydrogen Strategies

Cybersecurity, Privacy, and Data Protection
State Level Recommendations

Recommendations for Transatlantic
Cooperation

• Raise Awareness for Cybersecurity,
Privacy, and Data Protection

• Set Transatlantic Standards Based on
Shared Democratic Values

• Promote Education Programs and
Training on Cybersecurity

• Cooperate on Building IT Infrastruc‐
ture Resilience

• Enforce Consequences for Cybersecu‐
rity Attacks

• Elevate the Issue of Cybersecurity in
International Relations

Aspen Institute Germany
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Today’s challenges cannot be solved by one
country alone. International cooperation is
vital to adequately address global challenges
and find suitable solutions for the future.
Given their shared values, common interests,
and belief in democratic principles, Germany
and the United States are natural partners to
work together on these issues. The two coun‐
tries are connected through their people,
businesses, ambitions, and history.

ship as good. This number continuously in‐
creased to 84 percent in the first year of the
Biden presidency.2 While these survey re‐
sults demonstrate that the transatlantic rela‐
tionship is on a positive trajectory, dialogue
and concrete projects for cooperation are
necessary to strengthen the transatlantic part‐
nership further. They can also be a driver for
finding solutions to common problems by
sharing best practices.

In recent years, the transatlantic relationship
has come under more scrutiny and is per‐
ceived differently than in the past. According
to a joint survey conducted by the Pew Re‐
search Center in the United States and the
Körber-Stiftung in Germany between 2017
and 2021, public opinion in Germany to‐
wards the U.S.-German relationship was sub‐
ject to significant fluctuations. German pub‐
lic opinion considerably worsened during the
Trump administration, with 42 percent of
Germans polled saying the relationship was
good during Donald Trump’s first year in
office and even less, only 18 percent, saying
the same at the end of the Trump presidency.
With the beginning of the Biden administra‐
tion, a stark change in public opinion oc‐
curred in Germany. As per the latest numbers
from November 2021, 71 percent of Ger‐
mans now view the transatlantic relationship
as good.1 According to the same joint survey,
U.S. American public opinion towards the
bilateral relationship with Germany was con‐
tinually better and stayed more stable during
the same time frame. In 2017, 68 percent of
U.S. Americans polled viewed the relation‐

Economic relations between the two partners
remain strong. According to the United
States Census Bureau (2021), Germany was
the fifth biggest partner of the United States
in merchandise trade (total trade, including
exports and imports) and its largest trading
partner in Europe (period December 2020 to
December 2021).3

–––––––––
1

For Germany, the United States was the most
important export destination for goods in
2020 and its third most important source for
merchandise imports, according to the Fed‐
eral Ministry for Economic Affairs and Cli‐
mate Action (previously called Ministry of
Economic Affairs and Energy).4 However, a
focus on trade alone underestimates the deep
economic ties between the transatlantic part‐
ners. The United States is the most important
destination of foreign direct investment
(FDI) from Germany. In 2019, almost 30 per‐
cent, or 391 billion euros worth, of all Ger‐
man FDI went to the United States, accord‐
ing to the Bundesbank.5 German-owned affil‐
iates also provided about 859,900 jobs in
U.S. states, which made them the fourth
largest foreign employers.6

Jacob Poushter, Shannon Schumacher, and Sneha Gubbala, U.S.-German Relations on the Mend as New Leadership Takes Hold, Pew Re‐
search Center, November 2021, p. 3, https://www.pewresearch.org/global/wp-content/uploads/sites/2/2021/11/PG_2021.11.22_us-german-re‐
lations_REPORT.pdf (accessed February 25, 2022).
2
Cf. ibid.
3
United States Census Bureau, Top Trading Partners – December 2021, December 2021, https://www.census.gov/foreign-trade/statistics/high‐
lights/toppartners.html (accessed February 25, 2022).
4
Federal Ministry of Economics and Energy, Fakten zum deutschen Außenhandel (2021), July 2021, p. 2, https://www.bmwi.de/Redaktion/DE/
Publikationen/Aussenwirtschaft/fakten-zum-deuschen-aussenhandel.pdf?__blob=publicationFile&v=12 (accessed February 25,2022).
5
German Bundesbank, Foreign Direct Investment Stocks up again in 2019, April 2021, https://www.bundesbank.de/en/press/press-releases/
foreign-direct-investment-stocks-up-again-in-2019-864988 (accessed February 25, 2022).
6
Representative of German Industry and Trade (RGIT), German Business in the USA, September 2021, https://www.germanbusinessusa.com/
fileadmin/website/210921_RGIT_Flyer.pdf (accessed February 18, 2022).
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Cooperation between the United States and
Germany is not only taking place on the fed‐
eral level. Over the last years, U.S. states and
German Bundesländer have increased coop‐
eration and exchange of ideas on issues such
as climate change, manufacturing, digitaliza‐
tion, and mobility. At the start of 2022,
Baden-Württemberg and California, for ex‐
ample, hosted multiple digital workshops on
the future mobility.7 North Rhine-Westphalia
also conducted a series of seminars in 2021
on digitalization in manufacturing, bringing
together stakeholders from the United States
and Germany.8 Investors from northern Ger‐
many and the Silicon Valley region in Cali‐
fornia have the chance to consult with a per‐
manent Innovation Office in California. This
office is supported by three German Bun‐
desländer (Schleswig-Holstein, Hamburg,
and Bremen) and allows German and U.S.
American companies and investors to engage
with each other and exchange best practices.
It also allows U.S. businesses to navigate the
investment processes in Northern Germany
more easily.9 Close cooperation is vital for
maintaining strong relationships, both eco‐
nomically and culturally. Exchange and col‐
laboration on the state level still have much
more potential to offer and need to be in‐
creased further.
Over the past decades, especially since the
turn of the century, the digital realm has be‐
come an essential part of everyday life. Tech‐
nological innovations can promote the re‐
silience of societies and economies by facili‐
tating communication, increasing access to
health care, and streamlining production pro‐
cesses. At the same time, they also pose new
challenges. The world is more digitalized
than ever before, and that trend will only con‐
tinue. How democratic societies address dig‐

ital challenges and opportunities will play a
crucial role.
The COVID-19 pandemic has accelerated
the speed of the digital transformation by
leading to a faster adoption of digital tech‐
nologies. It has also demonstrated how inter‐
connected the world and supply chains are,
highlighting the pivotal role of global com‐
munication and cooperation. The need for a
robust digital infrastructure and connectivity
became evident as soon as remote work took
hold of many businesses and schools. The
pandemic changed how people engage with
each other, their employers, and colleagues
as life and work increasingly moved to the
digital space. Countries are finding them‐
selves in a race to accommodate the digital
needs of their citizens. How well a country is
prepared for utilizing digital technologies is
ranked every year by the World Economic
Forum in its Network Readiness Index. Ac‐
cording to the Network Readiness Index of
2021, Germany(8)10 and the United States
(4)11 rank among the top ten countries. Both
countries are in a favorable position to seize
the opportunities of digitalization for their
people and economies.
The sphere of digitalization is extensive. One
example is industrial production. Industry
4.0 is considered the future of product de‐
sign, manufacturing, and optimization. The
workforce of today and tomorrow needs to be
able to work in lockstep with machines and
computers, artificial intelligence, and robot‐
ics, which are becoming more and more
present. Humans will play a very different
role in today’s and tomorrow’s industry.12
The United States and Germany are not only
drivers in the field of digitalization but are
also interconnected through it. The role of

–––––––––
7
e-mobil BW GmbH, Veranstaltungsreihe mit Baden-Württemberg und Kalifornien, January 2022, https://www.e-mobilbw.de/service/termindetail/baden-wuerttemberg-california-a-transatlantic-platform-for-future-mobility-solutions (accessed February 28, 2022).
8
NRW.Global Business GmbH, Highlights der ersten virtuellen Transatlantik-Konferenz USA/NRW, May 2021, https://www.nrwinvest.com/
de/ueber-uns/news/detail/news/detail/News/erste-virtuelle-transatlantik-konferenz-usanrw/ (accessed February 28, 2022).
9
Northern Germany Innovation Office, Networks and Connections to Silicon Valley, 2022, https://www.inno-north.com/en/your-bridge-to-sil‐
icon-valley/ (accessed February 14, 2022).
10
Portulans Institute, Network Readiness Index 2021 Germany, 2021, p.1, https://networkreadinessindex.org/wp-content/uploads/reports/ger‐
many.pdf (accessed February 14, 2022).
11
Portulans Institute, Network Readiness Index 2021 United States, 2021, p.1, https://networkreadinessindex.org/wp-content/uploads/reports/
united-states-of-america.pdf (accessed February 14, 2022).
12
Fraunhofer-Gesellschaft zur Förderung der angewandten Forschung e.V., Production 4.0, 2022, https://www.fraunhofer.de/en/research/cur‐
rent-research/production-4-0.html (accessed February 14, 2022).
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digital services in the area of ICT has in‐
creased substantially. Especially digitally-en‐
abled services (services that can be, but not
necessarily are, delivered remotely over ICT
networks13) show how immense the current
level of transatlantic trade already is. The
United States exported potentially digitallyenabled services14 worth approximately 247
billion U.S. dollars to Europe in 2020. In the
same period, the United States imported po‐
tentially digitally-enabled services from Eu‐
rope amounting to 142 billion U.S. dollars.15
Europe is the biggest trading partner of the
United States for these digital services.16 The
relationship between Europe and the United
States also includes data flows that help facil‐
itate over seven trillion U.S. dollars in trade
and investment.17
As pioneers in many fields of digitalization,
the United States and Germany have a unique
opportunity to address pressing issues. One
relevant issue concerns the security of data
and data flows. As digitalization advances
rapidly, IT infrastructures and systems grow
in size and complexity, and an ever-increas‐
ing amount of information is stored online.
This gives rise to new cyber vulnerabilities
and raises questions about data security.18
Ransomware attacks, cyber-theft, and sup‐
ply-chain attacks must be anticipated and
prepared for. Securing personal data and
critical infrastructure has become even more
important. During the pandemic, in 2020 and
2021, cyber attacks increased to an all-time
high.19 Overall, data breaches were 68 per‐
cent higher in 2021 than in 2020.20 Securing
IT infrastructure and raising awareness of
digital security issues has become para‐

mount. Transatlantic cooperation on cyber‐
security can help address these issues headon and make the digital world safer.
Policy-makers in state legislatures play a cru‐
cial role in discussing how to best approach
the opportunities and challenges of digital‐
ization. While federal politics are often in the
spotlight of media coverage, individual states
in federal systems – such as in the United
States and Germany –, are not only tasked
with implementing federal policies on the
ground but also take on leadership roles
when it comes to developing policy solu‐
tions. Transatlantic exchange can be a driver
for new and innovative policies and an op‐
portunity for both countries to promote and
enable digital technologies and services for
their communities, economies, and adminis‐
trations.
The bipartisan policy recommendations, de‐
veloped by participants of the 2020-21 Labo‐
ratories of Democracy cohort, focus on three
main areas of digitalization. First, the future
of work: Employers and employees find
themselves in a time of digital evolution and
require a different skill set than prior genera‐
tions. Second, digital infrastructure and mo‐
bility: A functional, efficient, connective, and
flexible digital infrastructure is an essential
requirement for the digital age. In the same
fashion, the future of mobility will be highly
digitalized, interconnected, and greener.
Third, the critical area of cybersecurity and
data protection: With increased connectivity
and unprecedented digital technology, the se‐
curity aspects of the digital era are of tremen‐
dous importance.

–––––––––
13
Daniel S. Hamilton and Joseph Quinlan, The Transatlantic Economy 2021: Annual Survey of Jobs, Trade and Investment between the United
States and Europe, Foreign Policy Institute, Johns Hopkins University SAIS/Woodrow Wilson Center, 2021, p. 45, https://transatlanticrelation‐
s.org/wp-content/uploads/2021/03/TransatlanticEconomy2021_FullReportHR.pdf (accessed February 14, 2022).
14
Numbers for “potentially digitally-enabled services” include services delivered through ICT networks and services which can potentially be,
but not necessarily have been, delivered through ICT networks.
15
Bureau of Economic Analysis, International Transactions, International Services, and International Investment Position Tables: Table 3.3
U.S. Trade in ICT and Potentially ICT-Enabled Services, by Country or Affiliation, July 2021, https://apps.bea.gov/iTable/iTable.cfm?re‐
qid=62&step=9&isuri=1&6210=4#reqid=62&step=9&isuri=1&6210=4 (accessed February 14, 2022).
16
Cf. ibid.
17
James Sullivan, The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks. Why They Matter, International Trade Administration, September
2019, https://blog.trade.gov/2019/09/13/the-eu-u-s-and-swiss-u-s-privacy-shield-frameworks-why-they-matter/ (accessed February 28, 2022).
18
Hamilton and Quinlan, 2021, p. 42.
19
Cf. ibid.
20
Identity Theft Resource Center, 2021 in Review: Data Breach Annual Report, January 2022, p. 5, https://www.idtheftcenter.org/post/identitytheft-resource-center-2021-annual-data-breach-report-sets-new-record-for-number-of-compromises/ (accessed February 14, 2022).
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Digitalization fundamentally transforms
global economies and the future of work.
Digital and technology-driven innovations
such as artificial intelligence (AI), machine
learning, big data, 3D printing, cloud com‐
puting, the Internet of Things (IoT), and ro‐
botics, among others, have laid the founda‐
tion for major economic overhauls, creating
opportunities for new products and services,
innovative business models, new jobs, and
productivity gains. While the digital trans‐
formation holds great promise, it also poses
significant challenges for governments, com‐
panies, and individuals. Technological trans‐
formations will change production processes
and value chains, job and skills requirements,
and the organization of work. They require
massive investment in infrastructure and ed‐
ucation. Digitalization also poses new secu‐
rity challenges for both governments and
companies. These trends highlight the need
for action and proactive policies to keep pace
with the immense speed of change and har‐
ness the opportunities brought forward by the
digital transformation.
The COVID-19 pandemic has further accel‐
erated the speed of digitalization. The 2020
“Future of Jobs Report” by the World Eco‐
nomic Forum estimates that the rate at which
new technologies are being adopted is not
slowing down and may even increase in cer‐
tain areas, a trend which is partly driven by
COVID-19. More than four out of five busi‐
ness leaders surveyed state that they are ac‐
celerating the digitalization of work pro‐
cesses as a response to the COVID-19 crisis.
Half of them expect the rate at which jobs
will be automated to increase for the same

reason.21 Thus, the COVID-19 crisis and the
fear of future pandemics may very well serve
as another driver for automation and the
transformation of jobs at a greater speed, em‐
phasizing the need for further action.
The fear of future pandemics is likely to ser‐
ve as another driver for automation and the
transformation of jobs.
It is hard to predict how technological inno‐
vations and automation will impact jobs and
the labor market in the future. The debate on
this is controversial: Some have a more opti‐
mistic outlook and believe these transforma‐
tions will predominantly serve as a catalyst
for creating new and better jobs. Others are
more pessimistic and predict massive job
losses. A popular yet shocking estimate
comes from Frey and Osborne (2013), who
predict that 47 percent of jobs in the United
States are at high risk of automation.22 Since
then, several other analysts and researchers
have contributed to the discussion. Arntz,
Gregory, and Zierahn (2016), for example,
put the number of potentially automatable
jobs to a much lower estimate at nine percent
across developed economies.23 The Organi‐
zation for Economic Cooperation and Devel‐
opment (OECD, 2018) predicts that one in
seven jobs in advanced economies is highly
automatable, while another 32 percent may
substantially change. However, the OECD
also points out that not all occupations which
are theoretically automatable will ultimately
disappear since not all technical possibilities
will translate into reality for various reasons
such as political or social preferences.24
Other predictions give cause for optimism

–––––––––
21

World Economic Forum, The Future of Jobs Report 2020, October 2020, p. 13, https://www3.weforum.org/docs/WEF_Future_of_Job‐
s_2020.pdf (accessed November 30, 2021).
22
Carl Benedikt Frey and Michael A. Osborne, The Future of Employment: How Susceptible are Jobs to Computerisation?, September 2013,
p. 38, https://www.oxfordmartin.ox.ac.uk/downloads/academic/The_Future_of_Employment.pdf (accessed February 17, 2022).
23
Melanie Arntz, Terry Gregory, and Ulrich Zierahn, “The Risk of Automation for Jobs in OECD Countries: A Comparative Analysis”, in:
OECD Social, Employment and Migration Working Papers, No. 189, 2016, p. 4, https://www.oecd-ilibrary.org/docserver/5jlz9h56dvq7-en.pdf
?expires=1640129826&id=id&accname=guest&checksum=EA0C25872976198371A599CF574C2AFB (accessed December 3, 2021).
24
OECD, Policy Brief on the Future of Work: Putting Faces to the Jobs at Risk of Automation, March 2018, p. 1-3, https://www.oecd.org/
employment/Automation-policy-brief-2018.pdf (accessed December 3, 2021).
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based on the assumption that technological
change will spur more job growth than job
loss. While 85 million jobs may be lost be‐
tween 2020 and 2025 as a result of automa‐
tion and other advances in technology, 97
million new jobs will be created in the same
five-year time span, according to estimates
by the World Economic Forum (2020).25
Not all economic sectors, jobs, and workers
are equally affected by automation and digi‐
talization. The reality is highly specific to in‐
dustry, occupation, and skill-level. Accord‐
ing to Nedelkoska and Quintini (2018), the
risk of automation is highest in manufactur‐
ing and agriculture, with some service sec‐
tors being affected as well. There is also a re‐
lation between automatability and skill-level,
which puts jobs with “low educational and
skill requirements” most at risk. In fact,
specifically AI seems to have a disruptive
effect on low-skilled occupations.26 This ob‐
servation is supported by a study by Frey and
Osbourne (2013), who identify so-called bot‐
tlenecks to automation based on current
knowledge about what tasks cannot be easily
automated. They find that tasks related to
perception, creative intelligence, and social
intelligence are hardest to automate.27 But
continuous progress made in artificial intelli‐
gence and machine learning suggests that
highly-skilled occupations may not be ex‐
empted from technological disruption for
long. Machines are continuously getting bet‐
ter at performing non-routine cognitive tasks
and are becoming increasingly important in
healthcare, transport, energy, and other sec‐
tors.
Whatever concrete scenario will eventually
hold true when it comes to the future of

T�� D������ E������ ��� ��� I�����
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work, the fear of job losses in light of everevolving digital technologies is real among
the general population. A Pew Research Cen‐
ter survey from September 2018 found that
large majorities in all ten countries surveyed
were convinced that the world of work would
significantly change in the next 50 years,
with robots and computers definitely or prob‐
ably taking over jobs currently performed by
humans.28 Majorities in both advanced and
emerging economies believed that job auto‐
mation would have more negative conse‐
quences than potential benefits. Roughly
three-quarters or more in all countries polled
believed people would have a hard time find‐
ing jobs if robots and computers prevailed in
the workplace. An average of three in four
people across all countries also voiced con‐
cerns that automation would increase in‐
equality between the rich and the poor, while
significantly less than half of the people sur‐
veyed across countries saw realistic
prospects for new, better-paying jobs.29 This
general pessimism about the consequences
of job automation among average citizens
must be taken seriously by leaders in politics,
business, and education.
In light of these changes in the workplace
brought about by technological innovations,
acquiring relevant skills becomes essential to
meet future job requirements and take full
advantage of the digital revolution. There is
already a noticeable skills gap in OECD
countries, with shortages in skills such as
cognitive and social intelligence and an over‐
abundance in skills needed for tasks at high
risk of automation.30 According to the OECD
Survey of Adult Skills (2015) of 16-65 yearolds, 56 percent in Germany and 58 percent

–––––––––
25

World Economic Forum, The Future of Jobs Report 2020, October 2020, p. 5, https://www3.weforum.org/docs/WEF_Future_of_Job‐
s_2020.pdf (accessed November 30, 2021).
26
Ljubica Nedelkoska and Glenda Quintini, “Automation, Skills Use and Training”, in: OECD Social, Employment and Migration Working
Papers, No. 202, 2018, p. 8, https://www.oecd-ilibrary.org/docserver/2e2f4eea-en.pdf?expires=1640129774&id=id&accname=guest&check‐
sum=52917511C569A81F6A6AD6EAEF2A5692 (accessed December 3, 2021).
27
Carl Benedikt Frey and Michael A. Osborne, The Future of Employment: How Susceptible are Jobs to Computerisation?, September 2013,
p. 27, https://www.oxfordmartin.ox.ac.uk/downloads/academic/The_Future_of_Employment.pdf (accessed February 17, 2022).
28
Richard Wike and Bruce Stokes, In Advanced and Emerging Economies Alike, Worries About Job Automation, Pew Research Center, Sep‐
tember 13, 2018, p. 2, https://www.pewresearch.org/global/wp-content/uploads/sites/2/2018/09/Pew-Research-Center_In-Advanced-andEmerging-Economies-Alike-Worries-about-Job-Automation_2018-09-13.pdf (accessed November 29, 2021).
29
Wike and Stokes, 2018, p. 4.
30
International Labour Organization (ILO), the OECD, and the Global Deal Support Unit, The Global Deal for Decent Work and Inclusive
Growth Flagship Report 2020: Social Dialogue, Skills and Covid-19, October 2020, p. 100, https://www.theglobaldeal.com/resources/
2020%20Global%20Deal%20Flagship%20Report.pdf (accessed December 3, 2021).
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in the United States of those surveyed have
low proficiency in problem-solving in tech‐
nology-rich environments, meaning they can
either only carry out the simplest digital
tasks, such as writing an email, or they have
no digital skills at all.31 The increasing de‐
mand for bottleneck skills as well as the abil‐
ity to work in a digitalized and automated en‐
vironment has implications for education
systems, which need to provide children and
youth with the “right” skills for tomorrow. At
the same time, education and training also
play a significant role in the current work‐
force. Whether workers are at risk of losing
their jobs or must manage new tasks in their
old jobs as a consequence of digitalization
and automation, learning does not end when
entering the workforce. According to the Fu‐
ture of Jobs Survey (2020), companies pre‐
dict that around 40 percent of the workforce
will need to partake in reskilling programs.32
Workers themselves express similar views. A
Pew Research Center poll (2016) finds that

Aspen Institute Germany
the majority of adults in the U.S. labor force
believe they require reskilling or upskilling
throughout their career to navigate the future
of work successfully.33 Despite this apparent
need for training, adult learning opportuni‐
ties are still lagging behind the pace of tech‐
nological change. According to the OECD
(2018), especially workers in low-skilled oc‐
cupations, which are most at risk of being au‐
tomated, are less likely to receive adequate
training, with only about one in six having
participated in training over a 12-month pe‐
riod.34 As such, this data demonstrates the
Adult learning opportunities are still lagging
behind the pace of technological change.
need for innovative policy approaches to
fully seize the opportunities presented by
digitalization and to deal with its challenges
effectively.

–––––––––
31

OECD, Policy Brief on the Future of Work: Skills for a Digital World, December 2016, p. 2, https://www.oecd.org/els/emp/Skills-for-a-Dig‐
ital-World.pdf (accessed December 3, 2021).
32
World Economic Forum, 2020, p. 38.
33
Pew Research Center, The State of American Jobs, October 6, 2016, p. 5, https://www.pewresearch.org/social-trends/wp-content/uploads/
sites/3/2016/10/ST_2016.10.06_Future-of-Work_FINAL4-1.pdf (accessed November 26, 2021).
34
OECD, Policy Brief on the Future of Work: Putting Faces to the Jobs at Risk of Automation, March 2018, p. 2-3, https://www.oecd.org/
employment/Automation-policy-brief-2018.pdf (accessed December 3, 2021).
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To adequately equip youth and workers for the jobs of today and tomorrow, policymakers need to expand and promote educational opportunities proactively. State
governments should ensure their educational systems are designed in a way that
teaches the necessary skills in an increasingly digitalized and automated world by
anticipating the technological change ahead. Helping people prepare for and suc‐
ceed in a changing world of work means helping them acquire the right skills for
future jobs and future work tasks. As automation, robotics, and AI are gaining
ground, certain kinds of jobs will be lost, new jobs with new skill demands will be
created, and existing occupations will change. Workers need to be able to both op‐
erate in a digitalized environment and perform tasks beyond what automated and
intelligent systems can do. For this, basic digital skills as well as cognitive and so‐
cial skills are required. Policy-makers should ensure that the educational landscape
offers such learning and training opportunities. This starts in schools, where young
school children should receive digital literacy training and should have the opportu‐
nity to develop basic digital skills. The competence to recognize helpful and factbased information on the internet is just as important as amassing knowledge. Ad‐
ditionally, more emphasis should be placed on developing problem-solving skills as
children have to be able to solve problems on their own. Obstacles to achieving
these aims might be insufficient qualifications among teachers, inadequate IT
equipment, or a lack of internet connectivity. If necessary, such obstacles should be
addressed by state governments to guarantee schools are not left behind in the dig‐
ital age. The need for better digital educational opportunities also extends to voca‐
tional schools and training offers for the current workforce. Policy-makers should
help establish new learning instruments and learning environments that prepare ap‐
prentices and workers for Industry 4.0 processes. States should further consider es‐
tablishing or expanding dual education systems. The combination of work-based
and school-based learning, as found in Germany’s dual system of vocational educa‐
tion and in-company training, has not only proven successful in preparing people
for permanent employment. It also helps to create a link between the education sys‐
tem and real-life work environment, allowing for quick adaptations to the changing
needs of the labor market as propelled by the digital transformation.

A������� ��� C��������� L������� ���
U���������
In the face of ever-evolving technology and an ever-changing labor market, ade‐
quate life-long learning opportunities need to be created to allow workers to contin‐
uously improve their skills throughout their careers. With today’s rapidly changing
work environment, the skills and knowledge acquired before entering the workforce
or at the beginning of professional life may very well not be sufficient to success‐
fully navigate through an entire work life. It is not fully predictable what new jobs
will emerge and which skills will be in high demand in the future. Likewise, com‐
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panies cannot expect their employees to satisfyingly do their jobs with the existing
skill sets for years to come. Thus, policy-makers should advocate for continuous
learning and foster an environment that provides upskilling opportunities for the
public and private workforce in close cooperation with the business and education
sector so that employees may improve their skills in lockstep with the changing
world of work. To successfully promote and realize upskilling, incentives for con‐
tinuous learning should be created. Possible paths could include developing core
requirements for periodical upskilling and introducing legislation that guarantees
payment for employees who are taking up training offers to expand their skill sets.
Promoting upskilling opportunities will help both companies and employees grow
and thrive in the digital age.

B���� C������������ ������� S����
G����������, B�������, ��� A�������
Expanding and investing in education and life-long learning opportunities will re‐
quire decision-makers from multiple sectors – state government representatives,
business leaders, and educators – to come together. To achieve this, and in light of
the digital transformation, state governments should build collaborative relation‐
ships with the business community and educational players to initiate private-pub‐
lic partnerships with the goal of implementing and expanding training offers for the
workforce. On the business side, policy-makers should prioritize cooperation with
small and medium-sized enterprises (SMEs), which are key contributors to German
and U.S. American economic strength. Due to their low critical mass, they often
find themselves struggling to implement in-house learning and training activities
for their employees. Private-public collaboration on inter-company training would
help overcome these educational barriers in SMEs. State governments should fur‐
ther look into promoting educational offers of community colleges or German
“Volkshochschulen” as they already provide valuable life-long learning opportuni‐
ties. They should expand their course offerings to correspond to skill needs in
SMEs and award certifications for completed courses. Generally, training opportu‐
nities should be made accessible to workers in low-skilled occupations, which are
most at risk of being displaced or transformed by automation, AI, or other techno‐
logical innovations. As such upskilling efforts represent an investment in a com‐
pany’s workforce and thus in one of their most important assets to stay competitive
in a 21st century economy, employers should bear the expenses of such educational
and training opportunities for their employees. Collaborations between state gov‐
ernments, businesses, and educational institutions may also help address regional
concerns such as keeping residents in local communities, helping companies imple‐
ment digital solutions with their existing workforces, and turning regions into a
powerhouse for growth and innovation.
©Photo by Yuyeung Lau on Unsplash
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Looking beyond what policy-makers can do in their own states concerning the ongoing digital‐
ization of the economic sector and its impact on the future of work, state governments should
push for a more intentional approach to transatlantic exchange. There is no question about the
value of exchange programs with regard to mutual learning and understanding, relationship
building, and the individual growth of participants. Yet, such programs are at risk of being
taken for granted, being defunded, or reaching only certain individuals. Thus, policy-makers
should ensure exchange programs remain or become a political priority by, first and foremost,
prioritizing funding for such programs. They should further make sure that programs that pro‐
mote exchange between Germany and the United States become more inclusive and open to
previously overlooked target groups. While high school and college students can choose be‐
tween a plethora of exchange programs, young workers and apprentices have very limited op‐
portunities to gain professional experience abroad. For this reason, more exchange programs
seeking to address young workers and apprentices should be launched. Gaining international
experience is crucial in today’s globalized world and such programs would, additionally, be
highly beneficial for mutual learning in regard to changing job requirements brought about by
the digital transformation of work. At the university level, it might be worth considering provid‐
ing exchange opportunities not only to students but also to the administration. Finally, the
COVID-19 pandemic left no choice but to experiment with virtual exchange alternatives, ex‐
posing the benefits such
B��� P�������
virtual programs can
have in addition to inThe program “Azubis Go USA” by the Joachim Herz Foundation offers
person exchanges. While
German apprentices the chance to experience work and life in the United
virtual encounters cannot
States.
replace physical ones,
• Young apprentices can spend a few weeks in the United States, either
they should still be con‐
interning at a U.S. company in their professional field or participating
sidered as additional ex‐
in college courses.
change possibilities, es‐
• The program is open to vocational students from Bavaria, Saxony, Ham‐
pecially given their costburg, and Berlin.
effectiveness.
• It was established in 2014 with the goal to provide apprentices opportu‐
nities to go abroad, which have historically been almost exclusively
available to college students.

E�������� S���� O������ ������ ��� A�������
To strengthen transatlantic exchange and dialogue on common challenges related to the digital
transformation of economies and the workplace, individual states or Länder should consider
establishing an official presence in Germany and the United States by opening state offices
across the Atlantic. A very few U.S. and German states already operate such state offices (e.g.,
Schleswig-Holstein, New Jersey) but unfortunately, it is not a broad-ranging concept yet. Such
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state offices may serve as hubs for transatlantic exchange on the state level, providing a platform
for in-person meetings, dialogue, and mutual learning to fully seize the opportunities brought
about by digital transformation. Such a subnational platform would provide an opportunity for
local policy-makers, companies, and educational institutions to gain insights into the working
methods of other states and countries, to learn from their counterparts on the other side of the
Atlantic, to talk about common challenges and best practice solutions, and to potentially estab‐
lish partnership initiatives that address questions surrounding digital economies and the future
of work. The official state
representations and their B��� P�������
staff may help connect
their state’s decision- The “Northern Germany Innovation Office Schleswig-Holstein | Hamburg
makers with the relevant | Bremen“ (NGIO) provides a platform for exchange between Schleswig-Hols‐
players across the ocean, tein and the two city states of Hamburg and Bremen on the German side and
strengthen the relation‐ the Silicon Valley on the U.S. American side.
ships between regional • The office was established in 2018 to connect people and companies across
the Atlantic.
communities, and ex‐
plore opportunities for • It allows German companies to create networks in Silicon Valley and learn
more about business models in the global center for tech innovation.
transatlantic cooperation.
•

It offers a platform for U.S. American companies to identify investment op‐
portunities in northern Germany.

D������ � S������� �� A���� B��� P��������
To facilitate and realize the implementation of identified best practices and lessons learned fol‐
lowing transatlantic exchanges, policy-makers should develop more formal strategies to apply
best practice solutions in their own states and countries. Identifying best practices is a common
aim of transatlantic exchange formats which address mutual challenges. While mutually coming
up with such examples and figuring out whether they could be applied to similar challenges in
other places has proven fairly easy, turning rhetoric into action can be challenging. One such
example within the framework of workforce development is the slow adoption of best practices
in apprenticeship programs as found in Germany. While the benefits that come with a dual sys‐
tem of vocational education and in-company training have been widely acknowledged by U.S.
Americans, the implementation of such programs at scale in the United States has been lagging
behind. This is just one example in which policy-makers would profit from adopting a more
strategic approach as to how to apply best practice solutions in their home state or country. A
more formal strategy
should define a clear tar‐ B��� P�������
get, break down the nec‐
essary steps for adoption, The “German American Chambers of Commerce Midwest“ (GACC Mid‐
consider potential hur‐ west) supports companies in the United States to establish German-style app‐
dles in the implementa‐ renticeship programs.
tion process, and address • The GACC Midwest helps companies to implement apprenticeship systems
which have proven successful in Germany with the goal of training highly
existing cultural differ‐
qualified workers.
ences.
•

It honors companies for their work in creating sustainable apprenticeship
programs with the yearly „GACC Apprenticeship Award.“
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B���������
Digitalization requires an increasingly pow‐
erful infrastructure to maintain and increase
economic competitiveness and the overall
functioning of societies. Access to fast and
reliable internet has become a necessity of
daily life and a driver of economic and re‐
gional development. In a world that is rapidly
changing its ways to communicate, do busi‐
ness, interact, move, learn, and produce, a
functional and capable digital infrastructure
must be the fundamental base. Demands for
digital networks and connectivity will further
increase with the expansion of telemedicine,
Industry 4.0, IoT, and smart mobility solu‐
tions. In light of these trends, policy-makers,
together with communications service
providers, hardware and software manufac‐
turers, and industry, need to ensure digital in‐
frastructure systems meet the requirements
of a massively interconnected world. This
extends to the construction and maintenance
of high-performance fixed and mobile net‐
works, internet exchange points, energy-effi‐
cient data centers, internet protocol (IP) in‐
terconnection, IT hardware and software, and
other infrastructure components.
The need for an enhanced digital infrastruc‐
ture became even more apparent during the
COVID-19 pandemic. As daily life moved
into the home, having reliable access to highspeed internet was paramount to many peo‐
ple. Many companies opted for some form of
remote work where possible, which disad‐
vantaged employees who had no or merely

unreliable access to the internet. High-speed
internet was also a necessity for many chil‐
dren and parents as schools closed their
doors during the COVID-19 crisis and
switched to at-home learning. According to
the OECD, internet access increased by over
21 million new broadband connections in
2020, the year the pandemic broke out.35 Yet,
more than 14 million Americans remain
without adequate broadband connection, ac‐
cording to the newest data by the U.S. Fed‐
eral Communications Commission (FFC),
which equals just over four percent of the
U.S. population.36 The situation in Germany
is similar, where 96 percent of households
have broadband access at or above an ade‐
quate minimum speed.37 The digital divide
becomes even more evident when looking at
income groups. A Pew Research Center poll
(2021) finds that 43 percent of U.S. adults in
households with incomes below 30,000 U.S.
dollars a year do not yet have broadband at
Many people in Germany and the United
States still do not have access to broadband.
home.38 Particularly in rural regions, broad‐
band deployment has been lagging behind
due to topographical or settlement-related
factors and a lack of financial incentives for
broadband providers.39 In Germany, just over
80 percent of rural households have adequate
internet access, according to data from the
Federal Ministry of Transport and Digital In‐
frastructure from 2021.40 The data is even
more concerning for the United States, where

–––––––––
35
OECD, OECD Broadband Statistics Update, July 29, 2021, https://www.oecd.org/sti/broadband/broadband-statistics-update.htm (accessed
December 1, 2021).
36
Federal Communications Commission, Fourteenth Broadband Deployment Report, January 2021, p. 2, https://docs.fcc.gov/public/attach‐
ments/FCC-21-18A1.pdf (accessed December 21, 2021). The FCC’s current broadband minimum benchmark speed is 25 Mbps for download‐
ing and 3 Mbps for uploading.
37
Federal Ministry of Transport and Digital Infrastructure, Aktuelle Breitbandverfügbarkeit in Deutschland, June 2021, p. 6, https://www.bm‐
vi.de/SharedDocs/DE/Publikationen/DG/breitband-verfuegbarkeit-mitte-2021.pdf?__blob=publicationFile (accessed December 21, 2021). A
minimum speed of 30 Mbps for downloading was considered as “adequate” for comparison purposes with the numbers from the United States.
38
Emily A. Vogels, Digital Divide Persists Even As Americans With Lower Incomes Make Gains in Tech Adoption, Pew Research Center,
June 22, 2021, https://www.pewresearch.org/fact-tank/2021/06/22/digital-divide-persists-even-as-americans-with-lower-incomes-make-gainsin-tech-adoption/ (accessed December 9, 2021).
39
Christopher Ali, “The Politics of Good Enough: Rural Broadband and Policy Failure in the United States,” in: International Journal of Com‐
munication, Vol 14, no. 1, November 2020, p. 5983.
40
Federal Ministry of Transport and Digital Infrastructure, 2021, p. 9.
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only 72 percent of rural U.S. Americans
claim to have broadband at home.41 The ex‐
isting social disparities in broadband access
compound the existing connectivity prob‐
lems as equal participation in work, school,
and social life cannot be guaranteed.
The development of digital infrastructure is
crucial to ensure new technologies can reach
their full potential and benefit everyone.
The needs of individual citizens are just one
of many aspects policy-makers have to ac‐
knowledge when it comes to digital infra‐
structure. A robust and well-connected infra‐
structure system has to be geared to the en‐
tirety of society. For policy-makers, this
means promoting a digital infrastructure that
answers to the needs of the economy, the fu‐
ture of mobility, and the general public. Re‐
gions with underdeveloped digital infrastruc‐
ture systems will not be able to realize smart
and digital solutions for current challenges
and will also experience less economic
growth. A Deloitte analysis (2021) of pub‐
licly available information on broadband ac‐
cess confirms the assumption that increased
broadband penetration, greater broadband
availability, and greater penetration of
higher-speed broadband lead to economic
growth.42 Already today, many businesses
build their success on digital or digitally-en‐
abled services.43 The Fourth Industrial Revo‐
lution has revolutionized the industrial land‐
scape through IoT, cyber-physical systems,
and information and communications tech‐
nologies (ICT).44 While Industry 4.0 offers
great potential for new types of services and
business models, production optimization,
mass customization, and automatic exchange
of big data amounts, it heavily relies on

D������ I������������� ��� ���
F����� �� M�������
broadband, digital networks, and effective
data processing. This highlights the need for
countries, states, and local communities to
provide modern infrastructure and digital
connectivity for entrepreneurs and compa‐
nies to keep their regions economically com‐
petitive. The development of digital infra‐
structure is not only important to attract busi‐
nesses but is also crucial to ensure new tech‐
nologies can reach their full potential and
benefit everyone.
In addition to promoting equal individual op‐
portunities and economic growth, digital in‐
frastructure plays a paramount role in the 21st
century mobility sector and more sustainable
mobility solutions. Autonomous transport
systems, smart vehicles, intelligent traffic
systems, smart charging, and other digital in‐
novations in transportation are all reliant on
real-time communication. According to the
United States Environmental Protection
Agency (2019), transportation is the single
most contributing economic factor to carbon
emissions, which underlines the potential of
environmentally responsible transportation
alternatives.45 At the same time, urban cen‐
ters find themselves facing problems such as
congested streets due to an increase of people
moving into cities and urban areas. In rural
regions, having access to transportation, and
thus education, employment, and healthcare
is imperative for the quality of life of resi‐
dents. Digital innovations can help address
these challenges in urban and rural mobility.
Digitalization strengthens the position of
public transport by creating new services, in‐
creasing efficiency, and reducing costs,
thereby contributing to increased environ‐
mental, social, and economic sustainability.46
Systems for autonomous truck transporta‐
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Emily A. Vogels, Some Digital Divides Persist Between Rural, Urban and Suburban America, Pew Research Center, August 19, 2021, https:/
/www.pewresearch.org/fact-tank/2021/08/19/some-digital-divides-persist-between-rural-urban-and-suburban-america/ (accessed December 9,
2021).
42
Deloitte, Broadband for All: Charting a Path to Economic Growth, April 2021, p. 6, https://www2.deloitte.com/content/dam/Deloitte/us/
Documents/process-and-operations/us-broadband-for-all-economic-growth.pdf (accessed December 21, 2021).
43
Daniel S. Hamilton and Joseph Quinlan, The Importance of Digital Services to the U.S. and European Economies, Wilson Center, April 8,
2021, https://www.wilsoncenter.org/article/importance-digital-services-us-and-european-economies (accessed December 1, 2021).
44
Petra Maresova, Ivan Soukal, Libuše Svobodová, et al., “Consequences of Industry 4.0 in Business and Economics”, in: Economies, Vol. 6,
no. 3, August 2018, p. 2.
45
United States Environmental Protection Agency, Sources of Greenhouse Gas Emissions, https://www.epa.gov/ghgemissions/sources-green‐
house-gas-emissions (accessed December 1, 2021).
46
Paul Davidsson, Banafsheh Hajinasab, Johan Holmgren, et al., “The Fourth Wave of Digitalization and Public Transport: Opportunities and
Challenges”, in: Sustainability, Vol. 8, no. 12, November 2016, p. 2-3.
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tion47 and continuous electric truck driving,
so-called eHighways48, are an example of
promising innovations which are being tested
to optimize delivery and reduce carbon emis‐
sions. Trains and railway systems are also be‐
coming more autonomous and digitalized in
nature with continuous advances in auto‐
matic communications-based train control
and train protection. This emphasizes the
need for real-time wireless communication
to safely operate these complex rail sys‐
tems.49 As all these innovations highlight, the
future of mobility is highly dependent on a
reliable and resilient digital infrastructure to
manage the enormous amount of data and in‐
formation processed by these smart systems.
Digital networks and connectivity need to be
expanded to ensure widespread adoption of
sustainable mobility solutions is possible.
Finally, digital electricity infrastructure pro‐
vides enormous opportunities for the energy
sector. Especially the challenge of storing
and transporting solar or wind energy is front
and center when assessing the future needs
of the electrical grid. According to McKin‐
sey (2021), storing this energy to use it at a
later point and to not overflow the electrical
grid is a crucial challenge.50 Solutions such
as the implementation of smart grids are one
possibility for how to digitalize the energy
sector in an efficient manner. Through as‐
pects like machine learning and optimized
communication between the supply side and
consumer side, the electrical grid can be‐
come more energy-efficient and create a
smarter approach to dealing with bottle‐
necks.51 These examples underline that there
is more to energy infrastructure than its visi‐
ble components, such as energy production

Aspen Institute Germany
facilities or power supply lines. While the fu‐
ture of the energy sector depends on smart
and digital solutions, a growing digital infra‐
structure and digitalization in general also
create new energy demands. Research con‐
ducted by Andrae (2019) finds that the elec‐
tricity consumption of ICT infrastructure
will significantly increase by 2030. Espe‐
cially the growing demand for data centers
drives energy consumption despite expected
energy efficiency gains, with a predicted
ninefold increase in needed electric power
from 2018 to 2030.52 Such predictions em‐
phasize the need to also consider questions
concerning renewable energy sources such as
hydrogen when addressing digital infrastruc‐
ture and the future of mobility.
The future of mobility is highly dependent on
a reliable and resilient digital infrastructure.
While infrastructure is often considered a
dry and unappealing topic for citizens, pol‐
icy-makers have long understood the neces‐
sity of proper roads and highways, safe
bridges, an adequate railway system, and
clean water systems. The same understand‐
ing and political urgency need to be applied
to digital infrastructure systems and broad‐
band connectivity, which are just as impor‐
tant as having roads without potholes. Every
citizen, business executive, and politician
should have access to functional top-of-theline connectivity in the same way they are ac‐
customed to finding roads to their destina‐
tions. Only then will countries be able to ex‐
ploit the full potential of the digital transfor‐
mation to the benefit of all people.
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Steve Banker, The Autonomous Truck Revolution Is Right Around The Corner, Forbes, May 11, 2021, https://www.forbes.com/sites/steve‐
banker/2021/05/11/the-autonomous-truck-revolution-is-right-around-the-corner/ (accessed December 1, 2021).
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Institut für Energie- und Umweltforschung Heidelberg, Roadmap für die Einführung eines Oberleitungs-Lkw-Systems in Deutschland, July
2020, p. 6, https://www.ifeu.de/fileadmin/uploads/2020-08-05-Roadmap-OH-Lkw-web.pdf (accessed December 1, 2021).
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Digital Technologies Move the Rail Industry Forward, Railway News, July 6, 2021, https://railway-news.com/digital-technologies-move-therail-industry-forward/ (accessed December 21, 2021).
50
Alberto Bettoli, Martin Linder, Tomas Nauclér, et al., Net-zero Power: Long-duration Energy Storage for a Renewable Grid, McKinsey &
Company, November 11, 2021, https://www.mckinsey.com/business-functions/sustainability/our-insights/net-zero-power-long-duration-en‐
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Osama Majeed Butt, Muhammad Zulqarnain, and Tallal Majeed Butt, “Recent Advancement in Smart Grid Technology: Future Prospects in
the Electrical Power Network”, in: Ain Shams Engineering Journal 12, no. 1, March 2021, 687-695, p. 690.
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Anders Andrae, Projecting the Chiaroscuro of the Electricity Use of Communication and Computing from 2018 to 2030, February 2019, p.
1, https://www.researchgate.net/profile/Anders-Andrae/publication/331047520_Projecting_the_chiaroscuro_of_the_electricity_use_of_com‐
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21

Aspen Institute Germany

D������ I������������� ��� ���
F����� �� M�������

P����� R�������������� ��� ��� S���� L����
C����� E����, A���������, A���������, ��� O���
C�����������
Creating broadband connectivity at sufficient speeds and enabling every citizen to
be “online” should be a top priority for state governments in Germany and the
United States. Having access to fast internet is essential to prosper in an increas‐
ingly digitalized world, as the COVID-19 pandemic has demonstrated. State policymakers must focus on funding fiber networks to create equal access for individuals
and businesses in their regions. Access to the internet needs to be provided to all,
regardless of region, and must be affordable for everyone. Unserved and tradition‐
ally underserved areas such as rural or low-income communities must be prioritized
in this effort to address the digital divide with the necessary urgency. The expansion
of fiber networks should be approached without weighing the cost-benefit of an in‐
vestment – thus prioritizing the connectivity of every single household. While fiber
should be the political priority, policy-makers should remain flexible in their ap‐
proach. In regions where fiber connection cannot be implemented, alternative solu‐
tions which can provide comparable internet connectivity, such as 5G, need to be
considered as well.

P������ ��� E�������� �� � R�������� D������
I�������������
While providing internet connectivity is crucial to enable equal participation for
citizens and boost the digital transformation, states must look beyond questions of
internet access. To embrace the many opportunities digitalization has to offer, state
policy-makers should promote the expansion of a resilient digital infrastructure in
a broader sense, which guarantees the secure acquisition, storage, and transmission
of data. This includes high-performance networks, energy-efficient data centers,
and top-quality IT hardware and software, which all need to be designed in a way
to thwart potential cyber threats. As the creation and maintenance of digital infra‐
structure is a shared responsibility between government actors, communications
service providers, and IT manufacturers, states must collaborate with other relevant
players to collect accurate data on the issue, identify digital infrastructure gaps, ad‐
equately allocate funding, and promote digital equity. To drive digital infrastructure
development, states have to increase their investments in infrastructure components
and prioritize funding for existing gaps in their regions. At the same time, sustain‐
able power generation needs to be advanced to meet the energy needs of such infra‐
structure networks. Pioneering ideas, such as in the field of hydrogen, should be
encouraged across all sectors and levels to maximize innovation potential and learn
from each other. Investments in a cyber secure and resilient digital infrastructure
will pay off for state governments as they bring forth economic growth and social
prosperity. They also lay the foundation for other needed initiatives in the wake of
the digital transformation, such as smart city initiatives. State policy-makers should
fund both the digital infrastructure that is needed for implementing smart city ideas
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as well as smart cities projects themselves to prepare their regions for the digital
future.

E�������� A���������, C������-N������, ���
T���������-���� M�������
Digitalization can be the answer to many defining challenges of today, the future of
mobility being one example. If promoted earnestly on all levels, innovation in dig‐
ital technologies provides countless opportunities for societies. State policy-makers
must do their part and support the establishment of affordable, climate-neutral, and
technology-open mobility. Overpopulated cities, urban centers, and rural areas
alike depend on innovative and digital mobility solutions that offer citizens trans‐
portation options to move around in an inexpensive, climate-friendly, and flexible
way. State lawmakers should consider introducing legislation that subsidizes car
sharing, promotes innovations in public transportation, and advances the adoption
of digital traffic control systems to tackle this challenge. Establishing interconnec‐
tion standards for electric vehicles and charging systems could be another political
instrument to help address rising mobility demands. In addition, especially city cen‐
ters and urban regions can benefit from methods such as congestion pricing as it
promotes the usage of public transportation or alternative mobility options. This
helps tackle traffic and pollution challenges. Finally, state policy-makers should
also turn their attention towards regulatory options and consider reasonable regula‐
tions of smart mobility solutions. The digitalization of mobility has to be under‐
stood as an intertwined opportunity to make the future of mobility affordable, man‐
ageable, and climate-friendly through digital and technological innovations.
©Photo by Markus Spiske on Unsplash
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In today’s globalized world, increasing trade of goods, services, information, and technology
lead to a growing interdependence of economies and societies. Digital infrastructure and mobil‐
ity must therefore also be considered in the international context. To reduce barriers to transat‐
lantic trade and investment and to pioneer new rules for digital innovations, German and U.S.
American policy-makers should work towards establishing unified and non-proprietary transat‐
lantic standards in the field of digital infrastructure and mobility. Harmonizing standards and
removing unsubstantiated regulatory differences will make the European and U.S. economy
more compatible, which will, in turn, help promote trade and investment between the two part‐
ners and strengthen their respective competitiveness. Common regulatory standards should, for
example, be set for 5G and internet protocols, electric vehicle charging solutions, and autono‐
mous driving as one of the pillars of the future digital economy. Such regulations would help
accelerate the adoption of 5G, align the production standards for electric vehicles and charging
stations, and provide wide applicability of autonomous driving technology. As not all regula‐
tions are set on the federal level, the division of responsibilities between the federal govern‐
ment, individual states, and the European Union (EU) have to be considered and might differ
on both sides of the Atlantic. However, German and U.S. American policy-makers should not
hesitate to engage in transatlantic dialogue on standard-setting in the field of digital infrastruc‐
ture and mobility to further promote the digital transformation on both sides of the Atlantic. The
recently launched EU-U.S. Trade and Technology Council, which aims to increase transatlantic
cooperation on global
B��� P�������
trade as well as economic
and technology issues,
The “Standardization Council Industrie 4.0“ promotes international coope‐
presents a suitable plat‐
ration on digital production standards.
form for such discus‐
• It was established in 2016 by multiple leading German institutions and or‐
sions. The existing com‐
ganizations in the fields of standardization and industry.
munication channels of
• It enables the process of developing suitable standards in a field of high
this forum should be used
innovation.
to also address the spe‐
• The council works together with an international network to address and
cific infrastructure and
close technology gaps identified by the industry.
mobility issues raised
• It is supported by the German Federal Ministry for Economic Affairs and
here.
Climate Action.

S��������� T������������ C���������� ��
E����� S������
Transatlantic cooperation should further extend to digital electricity infrastructure considering
common challenges and opportunities in the energy sector. Digital and smart technologies can
help make energy production, transportation, and consumption more efficient and climate
friendly. However, challenges in the electric grid remain both in Germany and the United
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States. One such challenge relates to the efficient storage of renewable energy, for which policymakers from both sides of the Atlantic should strive to find innovative solutions by working
together. This cooperation should take place in numerous areas, such as research and develop‐
ment, and address multifaceted questions surrounding strategic implementation and political
regulation. Looking at the field of research and development, for example, exchanging best
practices and knowledge about workable energy storage solutions will benefit both sides. Re‐
search clusters should be
B��� P�������
expanded to cover not
only one country or one
With the “U.S.-Germany Climate and Energy Partnership“ the two coun‐
sector but to incorporate
tries have created a platform to strengthen their shared vision of a more clima‐
a transatlantic approach
te-friendly energy sector.
with a variety of stake‐
• The partnership was announced by President Joe Biden and Chancellor An‐
holders to profit from a
gela Merkel during Merkel’s visit to the White House in July 2021.
wider pool of knowledge
• The partnership aims to establish cooperation in energy storage, hydrogen
and learn from each
technologies, and other areas.
other.

E������ T������������ C���������� �� H�������
S���������
Reducing carbon emissions is a vital aspect of international endeavors to reach the Paris climate
goals and to keep the rise in global average temperature well below 2°C. Developing new strate‐
gies to reach this goal and achieve net-zero emissions is crucial for all sectors with high carbon
emissions. The mobility sector is already in the midst of a fundamental transformation, with
gas-powered vehicles getting phased out and replaced by more sustainable mobility solutions.
Besides battery-powered electric vehicles, hydrogen-based technology is a promising alterna‐
tive. Hydrogen-powered solutions would enable and accelerate major digital innovations in mo‐
bility. Autonomous vehicles, for example, fueled by hydrogen, would be able to enter zeroemission areas in urban centers in the future. Hydrogen could also be used to meet the growing
energy demand of data centers and other ICT components, contributing to greener digital infra‐
structure. Thus, digital transformation and advances in hydrogen technology would comple‐
ment and reinforce each other. While many regions are already pursuing hydrogen strategies,
policy-makers in Germany and the United States should cooperate and pool their resources,
ideas,
and
lessons
B��� P�������
learned to unlock the full
potential of hydrogen
technologies. Identifying
The University of Illinois Urbana-Champaign and the Technical University
the most effective strate‐
of Darmstadt joined forces under an award grant to explore efficient producti‐
gies in this promising
on of green hydrogen.
field for transatlantic co‐
• It is a 3-year $720,000 research grant awarded by the U.S. National Science
Foundation and the German Research Federation in July 2021.
operation will facilitate
• The project aims to increase production viability and scalability of green
sustainable digital mobil‐
hydrogen.
ity solutions and CO2• It enables a strong transatlantic knowledge exchange in a pivotal innovation
neutral digital infrastruc‐
field.
ture.
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As digitalization is advancing rapidly, IT in‐
frastructures and systems are growing in size
and complexity and an ever-increasing
amount of information and data is stored on‐
line, ranging from medical and financial in‐
formation to criminal records. Artificial in‐
telligence, the Internet of Things, big data,
advanced robotics, and cloud computing as
well as their application in production,
healthcare, mobility, energy, and other sec‐
tors promise to improve people’s daily lives.
However, they simultaneously give rise to
new cyber vulnerabilities and raise questions
of data security and privacy. In light of the
existing dependence on digital technologies,
questions surrounding the use and the protec‐
tion of data and IT systems must be ad‐
dressed by German and U.S. American pol‐
icy-makers while also taking into considera‐
tion the global character and international di‐
mension of these issues.
The amount of data that is generated in to‐
day’s world is growing exponentially, fueled
by the use of digital technologies and, in par‐
ticular, an ever-growing number of con‐
nected and smart devices. It is estimated that
there will be nearly 30 billion networked de‐
vices by 2023, which amounts to more than
three times the global population.53 While ac‐
cess to data and smart appliances facilitate
everyday life, the same data may also cause
potential harm if they are exploited.54 It fur‐
ther gives rise to questions concerning the
right balance between access to information
on the one hand and privacy on the other. Pri‐
vacy is a universal human right, enshrined in

Article 12 of the Universal Declaration of
Human Rights.55 It is thus paramount to safe‐
guard the individual’s right to data privacy
and to prevent data from being misused and
exploited.
With a significant share of people’s lives tak‐
ing place in the virtual space, crime is mov‐
ing online as well, resulting in significant hu‐
man and economic costs of cyber attacks and
data breaches. The types of cybercrimes
range from ransomware attacks to phishing
and data-harvesting and target states, public
administration, critical infrastructure, busi‐
nesses, and private citizens. Threats can
emerge from multiple sources, including
from nation-states, organized crime groups,
terrorists, or individual hackers.56 Whatever
actors are involved, incidences in cyberspace
continue to increase in sophistication, scale,
and frequency. According to the 2021 midyear report on cyber attack trends by Check
Point, cyber attacks have increased by 29
percent globally in the first half of 2021.
The amount of data that is generated in to‐
day’s world is growing exponentially, fueled
by the use of digital technologies.
Countries in Europe, the Middle East, and
Africa witnessed an astonishing 36 percent
increase, while a 17 percent increase was ob‐
served in the United States.57 The 2021 report
on the state of IT security in Germany by the
Federal Office for Information Security
(BSI) reaches similar conclusions. The BSI
detected 144 million new malware variants
between June 2020 and the end of May 2021,
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Cisco, Cisco Annual Internet Report (2018–2023), March 2020, p. 29, https://www.cisco.com/c/en/us/solutions/collateral/executive-perspec‐
tives/annual-internet-report/white-paper-c11-741490.html (accessed December 14, 2021).
54
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which is a 22 percent increase from the pre‐
vious year.58 These trends in the cyber threat
landscape are mirrored by public sentiment.
Public awareness on cybersecurity remains
low and does not reflect the urgency that is
needed.
According to research conducted by The
Harris Poll in ten different countries, more
than two in five people feel more vulnerable
to cybercrime in 2021 than before the
COVID-19 pandemic.59 The COVID-19 cri‐
sis has contributed to the observed increase
in cyber attacks as cybercriminals found
ways to exploit the disruptions and major
shifts brought about by the pandemic. How‐
ever, new techniques and more sophisticated
methods are also drivers of these develop‐
ments. Triple extortion ransomware, for ex‐
ample, has emerged as a new threat, con‐
tributing to a 93 percent increase in ran‐
somware attacks in the first two quarters of
2021.60 Recent high-level cyber attacks, such
as the ransomware attack on the Colonial
Pipeline and the SolarWinds incident, which
breached 200 organizations around the world
including governmental systems, brought
further global attention to the issue of cyber‐
crime.61 So have recent cyber attacks on
states and democratic elections launched
with the goal of weakening democratic sys‐
tems or manipulating election outcomes.
Focusing on technological safeguards such
as threat detection software and building cy‐
ber secure systems are not sufficient mea‐

C������������, P������, ��� D���
P���������
sures to successfully prevent and mitigate cy‐
ber threats. Human sources of vulnerability
must be considered as well, whether this re‐
lates to weak passwords, delayed security up‐
dates, or phishing emails. In fact, human er‐
ror is one of the prime causes for the success
of cyber attacks, making people an attractive
target for cybercriminals.62 Verizon’s 2021
Data Breach Investigations Report, for in‐
stance, which analyzed 5,258 confirmed data
breaches in 88 countries globally, found that
85 percent of data breaches involved a human
element.63 All the more worrisome is the fact
that public awareness of cybersecurity re‐
mains low and does not reflect the urgency
that is needed. De Bruijn and Janssen (2017)
attribute this to the intangible nature of cy‐
bersecurity breaches, their socio-technologi‐
cal complexity, and their ambiguous im‐
pact.64 This assessment finds support in a
Pew Research Center study, which states that
many U.S. Americans lack knowledge on key
cybersecurity issues. On average, respon‐
dents only answered five out of 13 questions
concerning cybersecurity topics correctly.65
In Germany, not even 50 percent of people
under the age of 50 years rate their own com‐
petence in IT security as great or very great.
The share is even smaller for people aged 50
years or older, with only one in five people
claiming a great or very great level of compe‐
tence.66 Cybersecurity awareness training
may help in addressing such deficits, albeit
its effectiveness and success depend on a va‐
riety of factors.67 Nonetheless, appropriate
training opportunities for employees are of‐
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ten lagging behind. Of 9,500 executives in
122 countries surveyed, only about half had
implemented a security awareness training
program for their employees, according to
PWC’s Global State of Information Security
Survey in 2018.68
The issues of cybersecurity and data protec‐
tion concern everyone, with individuals,
businesses, and governments being at risk of
falling under attack or having their data
breached or misused. Securing IT systems
against cyberthreats, safeguarding private
and open data, and protecting people’s pri‐
vacy is thus a shared responsibility by all.
This can become an opportunity if all actors
– individuals, the private sector, as well as lo‐
cal, state, and national policy-makers –
joined forces and did their part in strengthen‐
ing the security of data systems. Concur‐
rently, it raises questions about how responsi‐
bilities should be divided between the private

Aspen Institute Germany
Securing IT systems against cyberthreats,
safeguarding private and open data, and pro‐
tecting people’s privacy is a shared responsi‐
bility by all.
and public sectors and what role state gov‐
ernments play in advancing strong cyber and
data policies. Despite the complexity of the
cyber ecosystem, states should not turn a
blind eye to these issues. People will only be
willing to actively engage in the digital trans‐
formation and fully seize the opportunities
presented by innovations in digital technolo‐
gies if they can place trust in today’s mas‐
sively interconnected world and feel their
data is protected. Strong and innovative pol‐
icy approaches on the state level as well as
transatlantic cooperation on cybersecurity
and data protection can help achieve this
goal.
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Cybersecurity, privacy, and data protection are immensely important issues of pub‐
lic concern, but not enough people show interest unless they are personally affected
in some way. For this reason, state policy-makers must raise awareness among indi‐
viduals and companies about cybersecurity, privacy, and data challenges. Failing to
acknowledge the importance of these issues may result in a failure to take appropri‐
ate action with regard to prevention strategies or in the case of an incident. When
looking at the issue of cybersecurity, for example, troubleshooting following a cy‐
ber attack is always more challenging than striving to prevent such an attack in the
first place. Prevention, in turn, can only succeed if individuals from all parts of so‐
ciety were both aware of the risks associated with an increasingly digitalized world
and acknowledged their significance. Raising awareness for cybersecurity, privacy,
and data protection is more than stressing the general importance of these issues. It
also means helping people understand vulnerabilities; the impact of an attack,
breach, or misuse of data; the measures which need to be taken in case of an inci‐
dent; and finally, the fact that a collective effort is needed to adequately deal with
such challenges. While the policy-maker’s toolbox offers various possibilities to
raise awareness, the most obvious but also most important one is information shar‐
ing. Providing information on risks, vulnerabilities, prevention methods, and ongo‐
ing incidents helps create visibility and thus more attention as well as a greater
sense of urgency.

P������ E�������� P������� ��� T������� ��
C������������
Given the fact that most cyber attacks are caused by human error, educating indi‐
viduals on cyber issues to combat the existing shortage of knowledge is essential
for expanding cybersecurity protection. The lack of well-trained cybersecurity ex‐
perts, both in the public and private sector, also makes the creation of training op‐
portunities across sectors paramount to increasing cyber resilience. To contribute
to these efforts, state governments should promote education programs and training
for their own employees and government agencies as well as for schools and col‐
leges. It is crucial to invest both in educational opportunities (e.g., funding pro‐
grams at colleges) as well as in individuals (e.g., promoting upskilling programs).
Given the fast-evolving cyber threat landscape, cyber training for individuals
should be understood and implemented as a continuous learning process through‐
out life and employment to help them prevent, identify, and respond to the newest
cybersecurity threats effectively. As employees might be reluctant to take up exist‐
ing training offers due to the complexity of the issue, incentives for cybersecurity
training and education should be considered.
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No matter the amount of implemented cybersecurity awareness training, individu‐
als, businesses, and governments will never be immune from potentially becoming
the victim of a cyber attack. This prompts questions about the role state govern‐
ments should play in the aftermath of such an attack. State policy-makers should
consider how they can support the enforcement of consequences for cybercrime.
This encompasses two fronts for state governments: supporting the detection of
crimes in cyberspace and strengthening the capacity for investigation and prosecu‐
tion. Both are easier said than done, considering how challenging it is to identify
attacks and cybercriminals. For this, artificial intelligence can be a helpful tool, not
only for identifying weak links in IT systems to strengthen security infrastructure
but also for detecting cybercrimes. Establishing virtual police stations on a state
level could also allow for easier and faster reporting of incidents online to support
the criminal prosecution of attackers. State policy-makers should further consider
strengthening law enforcement programs to combat cybercrime.
©Photo by Towfiqu Barbhuiya on Unsplash
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The digital transformation is not taking place in a geopolitical vacuum. The United States and
China have been driving the global race for digital and technological supremacy by power of
innovation. The EU has primarily influenced the global digital market by setting regulatory
standards based on fundamental rights, such as with its General Data Protection Regulation
(GDPR) in the field of data privacy. Drawing on their individual strengths and shared common
values of democratic principles and human rights, the United States, the EU, and Germany
should strive to set transatlantic standards for digital technologies and drive multilateral stan‐
dard-setting in accordance with their own values and norms. Innovations in the field of AI, big
data, machine learning, and others are fueling questions on design characteristics, ethical as‐
pects, legal questions, and data use. This is creating opportunities for the transatlantic partners
to drive the debate on such issues like encryption, hardware design, connections, data security,
data ownership, and prosecution of cybercrime by advocating common transatlantic standards.
Policy-makers from the United States and Germany should identify the best opportunities for
transatlantic coordination and cooperation to counter illiberal influence that characterize the
standard-setting of authoritarian regimes. To achieve this aim, the transatlantic partners should
make use of already ex‐
B��� P�������
isting cooperation chan‐
nels, such as the afore‐
The EU-U.S. Trade and Technology Council aims to increase transatlantic
mentioned
EU-U.S.
cooperation.
Trade and Technology
• The Council was established at the United States-European Union Summit
Council or the Summits
in 2021.
for Democracy initiated
• It met for the first time in Pittsburgh in September 2021.
by U.S. President Joe
• Ten working groups targeting key issues have been established. Working
Biden.
group 1 focuses on technology standards with the aim to increase coopera‐
tion on the development of standards based on democratic values.

C�������� �� B������� IT I�������������
R���������
In light of a growing number of cyber attacks and data breaches globally, the need to provide
and expand resilient IT infrastructure is apparent and will only intensify in the future. The deep‐
ening integration of digital technologies into every aspect of life increases the risk of systems
being disrupted by cybercriminals or sensitive data being stolen or misused, highlighting the
urgency of addressing and identifying potential vulnerabilities. Against this backdrop, policymakers in the United States and Germany should cooperate on building and improving cyber
secure options for IT infrastructure to strengthen the security and resilience of IT systems and
networks. With cybersecurity and data protection being a common responsibility, transatlantic
exchange and cooperation on this issue is conceivable on various levels and between different
actors in the public and private sector. State governments should, for example, consider estab‐
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lishing transatlantic working groups in partnership with individual states on the other side of
the Atlantic, bringing to‐
B��� P�������
gether German and U.S.
American experts and
decision-makers to facili‐
Working Group 4 of the EU-U.S. Trade and Technology Council aims to
tate a discussion and ex‐
establish a secure digital infrastructure through close cooperation between the
EU and the United States.
change of ideas about
• It focuses on issues concerning interoperability, diversity, and resilience
how to improve the re‐
across ICT supply chains, especially with regards to digital infrastructure.
silience of IT infrastruc‐
•
The
group works on protecting and securing 5G, undersea cables, data cen‐
ture on the subnational
ters,
and cloud infrastructure.
level.

E������ ��� I���� �� C������������ ��
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Malicious activities in cyberspace know no national borders, a trait that defines the global char‐
acter of cybercrime. Repeated cyber attacks on critical infrastructure worldwide as well as re‐
cent attacks on democratic elections have not only caught the public’s attention but have also
elevated the issue of cybersecurity to the international policy stage in recent years. Given its
global character and the high risks associated with incidents in cyberspace, policy-makers
should attach more importance to cybersecurity in international relations. Like-minded coun‐
tries should seek stronger coordination and collaboration on this issue. As such, the United
States and Germany should cooperate to expand their defense capabilities to detect, mitigate,
and prevent threats to their cyber systems by state or non-state actors. The transatlantic partners
should further work together to identify the perpetrators of international cyber attacks and co‐
ordinate their response to
B��� P�������
such cybercrimes, ensuring
cybercriminals receive the
Organizations and institutions from across Europe, North America, and Japan
appropriate
punishment
signed onto the Charter of Trust.
and setting a deterring ex‐
• The Charter of Trust lays out ten principles concerning cybersecurity
ample for potential future
• It is a cooperation between multiple stakeholders from academia, civil soci‐
violators of cyberspace.
ety, and the business community.
• The charter aims to promote security throughout the digital supply chain,
transparency, shared regulatory frameworks, and joint initiatives.
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