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The geopolitical environment and with it the threat landscape is changing rapidly. Russia’s war
against Ukraine marks a “Zeitenwende” in the European security order. At the same time, the
systemic rivalry between democratic and autocratic regimes is intensifying. The international
system is becoming increasingly conflictual, and security threats are more and more complex.
One of these are hybrid threats. They range from cyberattacks and disinformation campaigns to
the use of irregular armed groups and terrorist attacks. Being employed by both states and non-
state actors, they can undermine democratic stability, for example by interfering with political
discourse or disrupting critical infrastructure. Several recent hybrid attacks have demonstrated
Germany’s vulnerability. To forge democratic resilience against hybrid threats, Germany needs a
comprehensive multi-stakeholder approach, including strengthening the country’s cybersecurity
capabilities and institutions, promoting digital literacy, as well as enhancing information sharing
and cooperation among government agencies, civil society, and the private sector.

Hybrid threats are anything but new. States
have relied for centuries on manipulation and
coercion tactics to influence the developments
in other countries. During the Cold War, both
the United States and the Soviet Union de‐
ployed a range of non-conventional means to
achieve their strategic objectives. While such
operations have traditionally been the
purview of national intelligence agencies, the
rapidly accelerating digitalization and global‐
ized economy have rendered so-called hybrid
tactics faster and more affordable than ever,
providing a host of new methods to manipu‐
late adversaries and the international environ‐
ment. Emerging and disruptive technologies
(EDTs) such as artificial intelligence (AI)
powered models have extended the scope of
attacks and the level of damage, blurring the
line between state and non-state actors and in‐
troducing new layers of sophistication.
The severity of hybrid threats is illustrated by
Russia’s war against Ukraine. Russia uses
both significant conventional forces and a
wide spectrum of hybrid tools, including sub‐
versive, economic, information, and diplo‐
matic means, infiltrating networks, sowing
disinformation, and disrupting critical infra‐
structure such as power grids or transporta‐
tion systems.

Be it deepfakes to manipulate decision-mak‐
ers and public opinion, the ‘instrumentaliza‐
tion’ of migration movements at the EU’s ex‐
ternal border, economic coercion, or election
manipulation – the risk of hybrid attacks is
growing with the systemic conflict between
democratic and authoritarian regimes intensi‐
fying.

The Nature of Hybrid Threats
While the term “hybrid threats” does not have
a universally accepted definition and has been
criticized for its lack of conceptual clarity, hy‐
brid threats have commonly been understood
as the coordinated use of various tools of
power to exploit vulnerabilities of another
state to pursue an overarching strategic goal.
In its Joint Framework on Countering Hybrid
Threats, first released in April 2016, the Euro‐
pean Commission defines hybrid threats as
“the mixture of coercive and subversive activ‐
ity, conventional and unconventional methods
[…], which can be used in a coordinated man‐
ner by state or non-state actors to achieve spe‐
cific objectives while remaining below the
threshold of formally declared warfare.”
Hybrid threats can take many different forms,
such as cyberattacks, economic coercion, ex‐
tortion, disinformation campaigns, propa‐
ganda, and military aggression, as also stated
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in the German Cyber Security Strategy. The
European Centre of Excellence for Counter‐
ing Hybrid Threats (Hybrid CoE) lists more
than 40 kinds of hybrid threats across at least
13 sectors, including targeted data manipula‐
tion or cyberattacks on critical infrastructure.
Also included on this list are “public opinion
manipulation” and “cyberattacks,” both of
which the EU referenced explicitly in its
Strategic Compass on Defense and Security
adopted in March 2022.
Hybrid attacks can be executed through prox‐
ies or none-state actors. Their goal is to ex‐
ploit vulnerabilities in societies, economies,
and institutions with the aim of destabilizing
political decision-making, stirring up unrest
and uncertainty, and undermining public trust
in democratic institutions.

As such, they are often complex, hard to de‐
tect, and characterized by vagueness. Attribu‐
tion is often difficult, and responses require
collaboration of various stakeholders. For
governments, it is thus key to accurately iden‐
tify and assess key vulnerabilities in their cur‐
rent security architecture and formulate an
effective strategy that defends against malign
foreign influence.

Germany’s Threat Environment
The national threat environment in Germany
has changed considerably since Russia’s war
against Ukraine. In the report on the state of
IT security in Germany 2022, the Federal
Office for Information Security (BSI) empha‐
sizes that the threat in cyberspace is higher
than ever. This resembles a global trend: Ac‐
cording to data from Check Point Research
(CPR) 2023 Security Report, there is a 38 per‐
cent increase in cyberattacks globally. The
most affected sectors are education and re‐
search, government institutions, and health‐
care. CPR also finds that cyberattacks in Ger‐
many increased by 27 percent in 2022 com‐
pared to 2021.
In connection with Russia’s war against
Ukraine, there has been an accumulation of
smaller incidents and hacktivism campaigns
with collateral damage in cyber-sabotage. The
cyberattack on the KA-SAT satellite network
segment in Central and Eastern Europe on
October 24, 2022, for instance, has led to the
failure of about 5,800 German wind turbines
connected with the network. In addition to cy‐
berattacks, Germany has also experienced
disinformation campaigns and economic co‐

ercion related to the Nord Stream 2 gas pipe‐
line project in the months leading up to Rus‐
sia’s war against Ukraine. The attempted poi‐
soning of Russian activist and opposition
leader Alexei Navalny, who was treated in the
Charité – Universitätsmedizin Berlin, serves
as another example to illustrate the intrusion
by foreign agents. The series of explosions
rupturing the Nord Stream 1 and 2 gas pipe‐
lines in September 2022 and the shutdown of
rail traffic in northern Germany due to sabo‐
tage in October 2022 add to the examples of
how hybrid attacks can endanger critical in‐
frastructure.
In response to Russia’s war against Ukraine
and the dramatically worsening security land‐
scape, German Chancellor Olaf Scholz at‐
tested a Zeitenwende, which since then has
become the defining paradigm for Germany’s
foreign and security policy. With a €100 bil‐
lion special fund and lasting raise in defense
spending, the government sought to
strengthen defense capabilities to counter vul‐
nerabilities on a myriad of security issues.
This includes security challenges in the digi‐
tal domain. In this regard, a “Cyber-Zeiten‐
wende” is not only a matter of national de‐
fense. It includes economic competitiveness
and social cohesion and thus requires a com‐
prehensive and collaborative approach that in‐
volves all relevant stakeholders from the pub‐
lic and private sectors, as well as civil society
and public administration.

Mapping the Actors to Counter
Hybrid Threats
Despite growing awareness, Germany contin‐
ues to grapple with countering hybrid threats
effectively. This has structural and individual
reasons. Against this backdrop, three dimen‐
sions dominate Germany’s response to hybrid
threats.
Public Administration: The issue of coun‐
tering hybrid threats has been on the govern‐
ment’s agenda for some time. Already in the
2016 White Book on Security Policy and the
Future of the German Armed Forces, the gov‐
ernment underlined the importance of hybrid
analytical capability and defense capacity to
counter hybrid threats. The concept Civil De‐
fense in 2016 further identified hybrid threats
among the most significant challenges to Ger‐
many. Public administration plays thus a key
role in coordinating and funding responses to
hybrid threats. Despite heightened awareness
and new strategic angles, such as the Cyber
Security Strategy for Germany of 2021, con‐
crete actions and implementation have re‐
mained insufficient. High-profile cyberattacks
on German entities, for example by the Rus‐
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sian hacker group “Snake” on German parlia‐
mentarians, the military and several em‐
bassies in 2018 or a cyberattack on a hospital
in Düsseldorf in 2020, illustrate this finding.
In its report on the Cyber Security Strategy
for Germany 2021, the German Federal Audit
Office criticizes considerable technical errors
in the implementation of the strategy, for ex‐
ample inadequate definition of targets and in‐
dicators or insufficient involvement of key
players in the cybersecurity landscape. More‐
over, it remains unclear how the strategy will
be integrated into the European framework
and how the German government will ensure
complementarity of the two strategies. Build‐
ing on the mapping of Germany’s cybersecu‐
rity architecture by the Stiftung Neue Verant‐
wortung (SNV), structural challenges such as
fragmented responsibilities and competencies
among federal actors continue to prevail. This
is not least due to the plethora of actors, often
operating in silos with sometimes incompati‐
ble approaches. A comprehensive legal
framework with a common platform for infor‐
mation exchange and cooperation is still lack‐
ing, while insufficient resources both at the
state and municipality level impair the ability
to prevent and detect cybersecurity threats.
Civil Society: Functioning democracies de‐
pend on well-informed citizens. Although
false information and manipulation of public
opinion have long played a central role in hy‐
brid tactics, digitalization has radically trans‐
formed the handling of information. The pro‐
liferation of AI-based content generation tools
such as ChatGPT have not only reduced ma‐
nipulation costs but also amplified the speed
and sophistication of disinformation cam‐
paigns. Consequently, media and information
literacy among the population is ever more
important for resilience against hybrid threats.
As the Internet overtakes television as the
most used news source, according to the
Reuters Digital News Report, social media
has emerged among the most widely used
source of news content online. At the same
time, a study by the SNV in 2021 found that
only 43 percent of the interviewees recog‐
nized a (fictive) post Facebook containing
false information as such, whereas 33 percent
incorrectly categorized this as “information”.
In times of rampant malicious information
campaigns in digital spaces, high susceptibil‐
ity to false and misleading information ren‐
ders both individuals and democratic societies
vulnerable.
Private Sector: As companies increasingly
rely on digital infrastructure and automated
processes to provide products and services,
they become more vulnerable to hybrid
threats. A study by the German business asso‐

ciation Bitkom found that 84 percent of the
German companies surveyed across all indus‐
tries had been the victim of cybertheft, espi‐
onage, or sabotage in 2022. However, compa‐
nies are often still afraid of notifying attacks
due to a fear of loss of reputation. According
to a Kaspersky survey in 2022, two-thirds of
decision-makers in companies in Germany
assume that customer confidence is lost in the
event of successful cyberattacks, while a clear
majority is certain that their reputation would
be affected. Moreover, vital questions arise re‐
garding the protection of critical infrastruc‐
ture, where the responsibility lies primarily
with private owners and operators. For in‐
stance, both the EU and the German govern‐
ment struggle to effectively protect internet
nodes and submarine cables.

Building Resilience: Next Steps
to Address Hybrid Threats aga-
inst Germany
Building on the third Cyber Strategy in 2021
and the Digital Strategy in 2022, the German
government seeks to strengthen Germany’s
security infrastructure and civil society’s re‐
silience against hybrid threats. The planned
National Security Strategy, which is currently
in the inter-ministerial consolidation process,
is also likely to address hybrid threats.
To effectively counter hybrid threats, a whole-
of-society approach with concrete implemen‐
tation steps is needed.
Societal Resilience: Public awareness and
media literacy must be bolstered to forge soci‐
etal resilience against hybrid threats, for ex‐
ample by promoting local journalism and sup‐
porting source verification skills among citi‐
zens. A specific focus should be laid on coun‐
tering disinformation campaigns through dig‐
ital literacy and transparency of online
sources.

The special task force of the inter-ministerial
working group on hybrid threats on the situa‐
tion in Russia and Ukraine provides a useful
starting point and should be better positioned
to expand its geographical focus. In addition
to supporting educational initiatives, the focus
should be put on enhancing situational aware‐
ness and early warning capacity to ensure re‐
liable communication and information shar‐
ing.
Institutional Framework: In the spirit of the
Zeitenwende, Germany should promote a

Improving digital literacy is paramount
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strategic culture that includes the willingness
and ability to prioritize security issues. An
updated institutional framework should clar‐
ify the roles and responsibilities of different
actors and define the conditions and limita‐
tions for such measures together with a range
of stakeholders from civil society, academia,
and the private sector. It should specifically
incorporate technical and administrative co‐
operation between the federal government
and the states, with a clear division of respon‐
sibilities and detailed protocols for emergency
situations that require rapid responses.
Critical Infrastructure: Ukraine’s depen‐
dency on the SpaceX Starlink system has
demonstrated the importance of infrastructure
and communication systems. Relying on pri‐
vate-public cooperation, the German govern‐
ment should establish backup IT and commu‐
nication systems, for example through so-
called data embassies. A data embassy, which
is a server resource owned and maintained by
a nation-state outside its territorial bound‐
aries, is a tool to ensure the survival of a gov‐
ernment’s critical database in a situation
where governing from within the country’s
borders is no longer possible due to, for in‐
stance, an attack or a natural disaster. Further‐
more, it should enhance its support for small
and medium-sized enterprises to bolster their
cybersecurity capacity. The physical and digi‐
tal protection of critical infrastructure such as
submarine cables is another important com‐
ponent to bolstering resilience against hybrid
threats. In doing so, the government should
support companies to adopt a proactive and

collaborative approach that involves enhanc‐
ing cyber resilience, protecting their critical
infrastructure, and sharing best practices.
This requires recognition from both parties
that the emergence of hybrid threats creates a
co-dependency between the public and the
private sector.
International Environment: Germany’s
alignment with European initiatives and tools
remains key. The EU has already adopted
tools against information manipulation and
foreign interference such as the Cyber Diplo‐
macy Toolbox and the Strategic Compass.
Other initiatives such as the EU Hybrid Rapid
Response Team provide expert assistance to
member states. Germany should support the
implementation of the EU Hybrid Toolbox to
enable fast and coherent responses to hybrid
threats across internal and external security
divisions beyond the capabilities of member
states. Participating in joint exercises and
training activities not only contributes to a
global cybersecurity agenda but supports a
coherent policy framework on hybrid threats.
Finally, Germany should continue to reach
out to middle-ground states to build global
cyber norms and enhance international ac‐
countability.
Given the increasingly conflictual interna‐
tional environment, hybrid threats are likely
to continue to grow. To effectively improve
resilience against hybrid threats, a whole-of-
society approach is needed as well as transfor‐
mational change in how to build hybrid attack
defense at the international level.
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